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TSC: Leading Cybersecurity Efforts in CA

The TSC Cybersecurity Subcommittee brings together K-12 County Office of Education
technology leaders and practitioners with the unified goal of ensuring that we are researching
and implementing the strategies, technologies, processes, and policies needed to

effectively defend the data and infrastructure of statewide K-12 LEAs (including state County
Offices of Education, and their associated districts and charter schools).

* Research, implement, and share cybersecurity resources among TSC members.

+ Create relevant materials that account for the diversity of our counties, districts,
and regions.

* Develop and deliver professional development and awareness content for LEAs
across the state.

* Advocacy at the local, state and federal levels. Whether it be for funding, adopted
policies or direct partnerships (such as the current work with the California
Military) the Cybersecurity Subcommittee seeks out resources and services that
will benefit CoEs and our districts/charters.



Cybersecurity Solutions: CIS Framework

Align all members with a common cybersecurity framework: the Center for Internet Security (CIS)
Controls and Safeguards. While member organizations may be a different places in

their cybersecurity maturity journey, this no-cost framework allows for knowledge sharing and a
common language that enhances collaboration. This framework can be leveraged by LEAs of all
sizes, and with varying resources, including County Offices, Districts and Charter Schools.

Implementation Group 1

An organization with limited resources
and cybersecurity expertise available to
implement Sub-Controls

Implementation Group 3

An organization with moderate resources A mature organization with significant
and cybersecurity expertise to implement  resources and cybersecurity experience
Sub-Controls to allocate to Sub-Controls

Definitions

CIS Sub-Controls for small, commercial off-the-shelf or home
office software environments where sensitivity of the data
is low will typically fall under IG1. Remember, any IG1 steps
should also be followed by organizations in IG2 and 1G3.

CIS Sub-Controls focused on helping security teams manage
sensitive client or company information fall under 1G2. 1G2
steps should also be followed by organizations in 1G3.

CIS Sub-Controls that reduce the impact of zero-day attacks
and targeted attacks from sophisticated adversaries typically
fallinto IG3. 1G1 and IG2 organizations may be unable to
implement all 1G3 Sub-Controls.

The Center for Internet Security is responsible for the CIS
Controls and CIS Benchmarks, which are globally recognized
best practices for securing IT systems and data.

CIS is also home to Multi-State Information Sharing and Analysis

Center (MS-ISAC) and is supported by the US Department of
Homeland Security.
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Cybersecurity Solutions: Training & Guidance

Multi-Factor
Authentication

Multi-Factor Authentication is system that requires more than one distinct
authentication factor for successful authentication. The three authentication factors are
something you know, something you have, and something you are. MFA is a proven
approach in drastically reducing automated cybersecurity attacks, with research from
both Microsoft and Google noting that MFA blocks 99% of all automated account

takeover (ATO) attacks.

On April 15t the TSC Cybersecurity Subcommittee is hosting the 2022 MFA
Workshop, which will be an informational and interactive session providing the needed
strategies, processes, communication resources, and tools to implement MFA within

their own organizations (CoEs).

This expertise will also empower CoEs in the future, as they provide support to their
own districts/charters interested in adopting MFA.

Terry Loftus @terrenceloftus - Oct 1, 2021
When interviewed by @CBSMornings today, what was the recommendation
from our top U.S. cybersecurity official @CISAJen ?

“If you can only do one thing, turn on multi-factor authentication”

#SDCOEsecureAccess #MFA @SdcoeTech #NCSAM

cyber-intrusions.
“If you only do one thing, turn on

@ n an exclusive interview, @nancycordes introduces the
woman in charge of the country’s cybersecurity,
@CISAJen.

She says there’s a cyber-attack every 40 seconds ...
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Questions / Discussion



